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eTutorial to Networking  

 

The network is the computer. —slogan of Sun Microsystems  

When was the last time you searched for information on the Web? 
Downloaded information, such as a new ringer or screensaver, to your 
wireless phone? Checked for arriving and departing planes at the airport? 
Shared files with coworkers working at another location? Received an email? 
The last time you did (or tried to do) any of these tasks, you were relying on 
a computer network.  

Just as most people fail to appreciate how much of their daily lives relies on 
computers, most people also fail to realize how much of their work and 
recreation rely on computer networks. In brief, networks allow users to gain 
access to resources in multiple locations, using multiple personal computers.  

Thus, networks play a key role in the data 
processing model: communication. By 
communicating with other computers and their 
users via a network, they also take part in other 
stages of data processing: A user can get 
information from a networked database (input), 
send a document to a shared printer (output), 
store a report on a shared hard drive (storage), or 

even distribute data to multiple computers for analysis (processing).  

What networks do  
Why would a company, organization, or household install a network? Here 
are some of the advantages of a networked office:  

• Each network user does not need to have his or her own printer 
because multiple users can share printers over a network.  

• Instead of manually moving files from one computer to another (and 
trying to keep track of whose version of the file is the most recent), 
employees can each work on files located on a common disk. This also 
allows for centralized back-ups, so crucial files are not missing because 
an individual user forgot to backup his or her hard drive. The 
computers that store the shared files are called file servers.  

• Multiple users may need to access the same application, such as a 
shared database listing all of a company's products or clients, at the 
same time. Computers that host shared applications are application 
servers.  

• Networks allow companies to set up internal email systems. The 
network computer that controls the reception and distribution of email 
messages is the email server.  
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• Networks also allow users to share Internet connections. Besides 
allowing multiple users to share DSL, ISDN, DSS, or CATV connections 
(see The eTutorial to The Internet & Internet Explorer), networks can 
also share enterprise-level connections to the Internet via T-carrier 
lines. 

FROM T1 TO T4: FIGURING 
OUT T-CARRIERS  

While households and small 
companies may be quite excited 
about DSL and other new, high-
bandwidth technologies, most large 
companies will want access to a T1 
line. Developed by AT&T in the 
1960s, T1 lines (the "T" stands for 
transfer channel) offer guaranteed 
high-speed data transfer by 
sending 64 kbps signals over 24 
channels, thus allowing for total 
data transfer rates of 
approximately 1.544 Mbps. While 
DSL connections may exceed this 
rate of data transfer, they are not 
guaranteed to always operate at 
this rate. T1 connections offer 
guaranteed bandwidth (sometimes 
called a committed information 
rate) and are often used for both 
voice and network signals.  

Newer (and, of course, more 
expensive) T-carrier lines have 
been developed in recent years by 
sending the same 64 kbps signals 
out over more and more channels. 
For instance, T3 lines, which 
handle much of the traffic for the 
Internet's network backbone, send 
signals out over 672 channels for 
data-transfer rates exceeding 43 
Mbps. T4 lines exceed 270 Mbps. 

Clients and servers  
File servers? Application servers? Email 
servers? Just what is a server!  

Before we decipher these terms, we 
should get a little background on the way 
networks communicate: The earliest and 
simplest model of computerized 
communication is the Shannon-Weaver 
model that emerged from Bell Labs in the 
1940s.  

According to the Shannon-Weaver model, 
one computer (the information source) 
sends a message that is transmitted via 
a transmitter and translated into a 
signal. That signal is sent over a 
channel and may receive interference in 
the form of noise (anything that can 
corrupt or disrupt the signal) from various 
sources. The signal, whether corrupted or 
intact, is then received by a receiver and 
translated back into a message.  

Later, network engineers began to 
designate computers by the types of 
messages they sent:   

• Clients transmit requests for 
information and receive network 
resources.  

• Servers receive requests for 
information and transmit network 
resources.  

Some computer networks, especially popular in small offices 
and homes, relate to each other on a peer-to-peer (P2P) 
basis: Each computer can, at various times, serve as a client 
or a server for any other computer or device in the network.  

Most Windows PCs can manage up to 10 connections from 
other computers at the same time, so many small-office and 
home-office networks (sometimes called SoHo networks or 

SoHo LANs) are peer-to-peer networks. P2P networks have several 
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advantages for small and home offices: they are easy to set up and manage, 
allow each user a lot of freedom to choose what resources to share, and, 
perhaps most importantly, cheap. Also, since networked computers do not 
depend on one central server for resources, they can operate when other 
computers malfunction. There are some disadvantages, though: Computers 
that are sharing resources can take a performance hit—even a few requests 
can overload a P2P network; there is no centralized file server, making 
important files hard to locate and back up; and they lack overall resources 
for dealing with noise, such a security threats or information collisions.  

Two computers and a printer on a peer-to-peer network  

For these reasons, small offices and small businesses that 
plan to utilize their networks extensively often prefer 
client-server networks, which route all network 
connections through one or more computers that are 
designated as servers. These networks are sometimes 
called server-based networks.  

And just in case you have not picked up enough new terms, here are two 
more:  

• Any computer or other device attached to a network (client-server or 
otherwise) is a node.  

• A computer that provides one or more services (such as intranet Web 
pages or incoming email) to other computers on a client-server 
network is a host.  

Three sizes fit all: networks and geography  
There are multiple ways of describing and categorizing computer networks, 
but one of the most common is by the size of the physical geographic area 
they cover. While most clothes come in at least four sizes (small, medium, 
large, etc.), networks come in only three: local, metropolitan, and wide.  

Virtual private networks, which connect computers and smaller networks 
over the Internet, are becoming a common way to get past the limitations of 
geography.  

LANS  
LANs (local area networks) are used to connect computers within a relatively 
small geographic area. They can connect two or three computers in the same 
house, a handful of computers in small office, or all of the computers on a 
campus or office park. Most LANs do not extend much beyond a square mile 
and include not only PCs themselves, but also shared peripherals, such as 
printers. LANs are also the building blocks of larger networks (see below).  

The number of computers, the use to which the network will be put, and the 
volume of network traffic will determine whether the LAN should be built as a 
peer-to-peer network or a client-server network.  
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For example, The Bilting Eagle (a small 
weekly newspaper with a staff of five 
people), decides to network the five office 
computers together. This, they hope, will 
allow the production editor to find, for 
instance, scanned photos on the photo 
editor's computer, and final copy for all 
news stories on the news editor's 
computer without have to worry about 
disks and (if the files are updated and 
organized) versions, as well as allowing 
everyone to share the two office printers. 
In order to keep it as simple as possible, 
they decide to set up a basic P2P (peer-
to-peer) LAN, stringing all five computers 
together with their two printers. While 
there are limitations to what you can do 
with a P2P LAN, this simple network 
meets their needs for sharing files, an Internet connection, and a few 
peripherals.  

VLANS  

Whether on one LAN or across 
several LANs on a wider network, 
companies may want to connect 
specific work groups and project 
teams together for a common set 
of files, applications, and other 
network services to which other 
teams and groups may not want 
(or should not have) access. 
Contemporary network technology 
makes it easy for systems 
engineers to set up a virtual LAN, 
restricting access to certain key 
files, services, and applications 
only to those that need them, no 
matter who else is on the network.  

On the other hand, Bilting Teachers Credit Union, though also relatively 
small, needs a lot from its network: They need to be able to send in-house 
email messages to all their employees, give loan officers a quick way to 
communicate with credit agencies, and give multiple employees simultaneous 
access to important customer-service and database applications. At one time, 
as many as twenty employees may need to access various networked 
applications, files, or peripherals, and security will need to be very tight to 
prevent unauthorized access to the credit union's files or its members' 
accounts. This means that the bank will need to opt for a client-server LAN.  

Connections between a  server and its client computers  

MANS  
Metropolitan-area networks (MANs) are set up to connect a number of LANs 
over about 50 square miles. While not as common as LANs and WANs, MANs 
are useful when connecting several LANs over a limited territory: a local 
company with multiple offices or showrooms, branches of a city or county 
agency, etc.  

For example, as Bilting (the northern suburb of a much larger city) grows, 
the credit union decides to open two more branches to better serve its 
customers. Each location gets its own LAN, and the two new LANs are 
connected to the original, central location. Also, a local company called Metro 
North Suburban Papers buys The Bilting Eagle along with six other suburban 
papers in the area. So that all six neighboring communities can share stories, 
photos, and other resources, and so that the company can communicate with 
all employees, they connect each newspaper's LAN to their larger network.  
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WANS  
When several LANs and MANs connect over a widespread geographic area 
(usually more than 50 square miles), they become a WAN (wide-area 
network). Companies use a great number of strategies for connecting LANs, 
from dedicated or dial-up lines on the POTS (plain-old telephone system) to 
leased T-1 lines. Though expensive to create and maintain, they are essential 
for companies that want to connect offices in multiple regions in a highly-
secure manner.  

The world’s largest WAN is the Internet, a system of interconnected 
computers, LANs, MANs, and WANs.  

Virtual Private Networks  
While the geographically based networks are good for many companies, 
other companies may need to connect various, less-traditional employees. 
For instance, a company that sells restaurant equipment may have a small 
home office in one city, salespeople and recruiters working on their own in 
multiple cities, several specialized professionals who work from their homes, 
and consultants and suppliers who work from locations across the country (or 
the globe). Installing a large-scale WAN to meet the needs of all these mobile 
individuals would probably be more expensive than effective.  

VPNs (virtual private networks) can provide remote offices and users with at 
least some of the information shared with folks in the home office by making 
secured and encrypted connections over the Internet.  

Putting the pieces together: hardware components  
If you look back at the Shannon-Weaver model, you will see that we have 
discussed computers that serve as the sources and destinations and 
classified them as clients and servers based on the kinds of data they send 
and receive. However, we have not looked at the hardware components that 
makes transmission and reception possible. What hardware enables the 
transmitters to send data out through signals in channels so that receivers 
can pick it up? How does this transmission/reception process work?  

Transceivers: network interface cards  
On your way to work or school or errands 
this morning, you probably passed 
through signals for several dozen radio 
and television stations, phone calls, and 
other broadcasts. Why didn't you hear all 
of them? You had no way of picking up 
more than a few at a time.  

Word for the Day  

A transceiver is any device that 
both transmits and receives 
signals.  

In other words, you had no way to receive them.  
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Similarly, your computer cannot participate in a network unless it has some 
way to receive network signals. It cannot do more than pick up those signals 
the network chooses to send unless it also has a transmitter to send 
messages to the network.  

Luckily, there is a common piece of hardware that will enable your computer 
to handle both transmitting and receiving signals: a network interface 
card (NIC). Most new computers have a NIC preinstalled, but some 
computers will need to have one added.  

But why do you need a NIC? Your computer, as powerful as it may be, 
handles a relatively small amount of data at one time. Since this amount of 
data is relatively small compared to the computer's ability to manage it, 
many streams of data can operate simultaneously without much slowdown. 
Data on your computer travels over parallel connections, called the data 
bus, that allow for these multiple, simultaneous data streams.  

However, networks are built to transport large volumes 
of data over vast spaces. To manage this traffic, they 
allow for only a single stream transmission of data, 
called a serial transmission. NICs serve to organize 
the parallel signals traveling from the CPU into serial 
transmissions for the network.   

Additionally, NICs fulfill an important addressing 
function: Whenever a NIC card is manufactured, it 

receives a unique MAC (media access control) address that identifies it to 
other devices sending and receiving signals on a network.  

Note: NICs are generally designed to communicate with a network built on 
one network architecture (see below). For instance, most preinstalled 
network cards are designed as transceivers for Ethernet networks, the most 
common network architecture. (For more on networking standards, keep 
reading.)  

Channels: connection hardware  
Just as human speech travels as sound through the air and television signals 
are broadcast over radio waves, computers need communication channels 
(a physical path or electromagnetic frequency) in order to move data signals 
from place to place. These channels are formed by cables and other pieces of 
network hardware, including routers, hubs, and switches.   

Twisted pair cables  
Network cables generally consist of copper wiring that transmit data along 
the wire as an electrical signal. Twisted pair cables consist of four pairs of 
copper wires, individually insulated and then twisted around each other 
(since copper wiring is quite prone to interference, twisting the wires 
minimizes this interference). Twisted pair wires look much like phone cables.  

Twisted pairs are manufactured in two different varieties, UTP and STP.   

The PCC CIS eTutorial to Networking  8 of 23 



UTP (unshielded twisted pair cable) is the most commonly used 
networking cable. It has no shielding around the wire pairs, which makes it 
light, flexible, and inexpensive, but the lack of a shielding increases the risk 
of interference. To reduce this noise, one could use STP (shielded twisted 
pair cable), which uses a foil shield around the wire pairs to help ensure a 
smooth connection. However, many network engineers feel the added 
expense and hassle (since the wire is not as easy to work with) outweigh the 
advantages for everyday business use.  

Each of these wires is inserted into a RJ-45 connector, which becomes the 
wire's ending portion. The RJ-45 connector is the more advanced version of 
the RJ-11 connector, which you would most likely find on a telephone cord. 
An RJ-45 looks much like a thicker version of an RJ-11.  

When you purchase twisted pair cabling, you may see it descried by a series 
of numbers and letters. For instance, 10baseT is a common form of twisted 
pair cable, often associated with Ethernet networks (see below). The name 
indicates its main performance features:  

• 10 stands for the throughput,  or the amount of data that can be 
sent from one location to another in a specific amount of time—in this 
case, 10 Mbps.  

• Base specifies that the signal the cable will carry is a baseband 
signal, which means a data stream flows in a single signal. This type 
of transmission is in contract to a broadband signal which can carry 
multiple channels of information simultaneously. Both baseband and 
broadband signals are a measure of bandwidth—the transmission 
capacity of a communications cable.  

• The final part of the name, T, specifies that the cables is indeed a 
twisted pair cable.  

You might also see 100baseT cable, which carries data in a baseband signal 
at 100 Mbps. Ethernet networks built with 100baseT cables are sometimes 
called fast Ethernet (see below for more on Ethernet networks).  

Coaxial cables  
Coaxial cable is a copper wire fitted with a non-
conductive insulator (foil shield) woven metal outer 
shield, and plastic outer coating. The cable ends with 
metal BNC connectors. If you have cable television, you 
set is most likely connect through a coaxial cable, which 

can simultaneously carry multiple signals at the same time. There are two 
main types of coaxial cable:  

• Thicknet cable is a heavy duty coaxial cable—very inflexible and 
requires special equipment beyond network cards  for connection from 
a computer to the network. Thicknet cable is hardly ever used, but 
occasionally shows up in manufacturing companies and a few other 
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settings that need its heavier shielding (heavy machinery can produce 
a lot of electromagnetic interference).  

• Thinnet cable, once the network cable of choice because of its ease 
in installation and low cost, uses a T-connector that is attached to each 
computer’s network card. A T-connector connects two thinnet 
Ethernet cables and provides a third for connection to the NIC. Once 
connected, computers have access to the network.   

Fiber-optic cables  
Fiber-optic cables are bundles of glass tubes, each thinner than a human 
hair, that are held together by a strong inner support wire and several 
strands of optical fiber, outfitted with a plastic insulator, and covered with a 
tough outer layer. Unlike coaxial and twisted pair cables, fiber-optic cables do 
not conduct or transmit electrical signals, but use light pulse signals to 
transfer data, making fiber-optic cable a high speed alternative to copper 
wire. Fiber-optic cable also provides longer cable runs, up to two kilometers, 
and because it uses light rather than electricity, the cable cannot be tapped. 
However, there are some major downsides:  

Coaxial cables with BNC connectors  

• Because it uses light pulses to carry data, the line must remain 
relatively straight. Fiber-optic cable cannot be bent, looped, or even 
sustain movement the way copper wires can.  

• Because of the cable's fragility, special technicians must be brought in 
when a fiber-optic network is being designed, increasing the costs.  

Thus, while the costs of fiber-optic cable have been falling, UTP and its 
copper-wire cousins remain the preferred choice.  

Phone & power  
Some home and small offices prefer not to leave any kind of cabling lying 
around, cluttering up their offices. This has lead to the popularity of 
phoneline and powerline connections for SoHo networks.  

A network connection can be established using existing electrical wires when 
combined with a powerline networking product. As with most networks, users 
are able to share files, printers, and a single Internet connection. Powerline 
networks only offer a 350 kbps connection, however, which is significantly 
slower than other SoHo networking options.  

Simple networks can also be built on existing phonelines. Some phoneline 
networking products enable connections up to 10 Mbps.   

Hubs & routers  
A hub is a piece of equipment that connects several nodes, therefore 
ensuring their existence on the same network. A hub is useful at organizing 
cables and relaying data signals to all the computers on a network. Several 

The PCC CIS eTutorial to Networking  10 of 23 



hubs can be linked together to expand a network (stacked hubs are 
connected using short cables called “rat tails”). However, if you want to 
connect one network to another (or even just connect a small LAN to the 
Internet), a different device is needed called a 
router.   

In addition to joining two different networks, a 
router is also responsible for finding the best 
route for data from its source to its destination. 
Routers are often used when networks have become too large and 
overcrowded with data. The router works by dividing large networks into 
smaller, logical segments called subnets, based on the addressing plan of 
the network. With the subnets defined, the router keeps all data meant for a 
particular subnet local and sends data for all other subnets onto the extended 
network, which conserves the network's bandwidth.  

Other connection devices  
A bridge is another device that can be used conserve bandwidth on a 
network. We have already learned that by breaking a network up into smaller 
segments, less bandwidth is used. Each of these segments is connected to a 
bridge, whose purpose is to make sure data routed to a particular section 
remains where it is assigned. This is accomplished by the bridge's ability to 
read the MAC address, the hardware address which is burned into the NIC of 
each computer on a network, for each data packet  circulating in the network 
segment. By knowing which MAC addresses correspond to which segments, 
the bridge prevents data that is local to one segment from spreading to other 
parts of the network.   

A switch is also used to control bandwidth on a network. Often referred to 
as a "bridge on steroids,” the switch uses the data packet's MAC address to 
control data flow. Switches expand on the function of the bridge by dividing 
networks into virtual LANs (see above). Since VLANs do not require that 
computers in the same group be close to one another, switches allow VLAN 
members to share the same bandwidth regardless of location.   

Another feature of the switch is its high density of 
connection ports, which can allow it to stand in for a hub on 
a network. Each computer on the network can be 
connected to its own port on the switch, which will then 

supply each individual computer with a specific amount of bandwidth. By 
doing so, users do not have to compete for bandwidth like those connected 
with a hub. Switches are becoming extremely popular and have almost 
replaced bridges as network bandwidth conservation and expansion devices 
(and are taking over for the hub in connecting users).  

A repeater is a device that amplifies and regenerates signals from network 
nodes so that those signals can travel greater distances than normal. The 
downside of repeaters is that they amplify the entire signal, which may 
include line background noise.  
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Wireless options  
There are several options for creating wireless network channels, but the two 
most popular are radio waves and microwaves:  

• Radio frequency (RF) are becoming popular in locations where 
employees are always on the move, like hospitals, or in settings that 
need to be quickly converted to host multiple computers, like a 
business conference room. One downside to RF signal technology is 
the ease at which data can be intercepted—especially on early 
networks that broadcast over one particular frequency. However, 
recent developments have lead to a process called frequency 
hopping, which allows transceivers to cycle through frequencies, 
making data interception harder.   

• Microwave signals are similar to RFs, but are able to aim at a specific 
direction and have an increased carrying capacity. Microwaves cannot 
go through metal objects, and work best with a clear bath between the 
transmitting and receiving device.  

Microwaves are often used to connect WANs via 
communication satellites, which orbit around the Earth 
and send out signals that are able to bend around its 
surface, spanning an even larger area than other WAN 
connections. Currently, though, many satellite networks are 

limited by their ability to download information from the satellite much more 
quickly than they can send data back to the satellite.  

Other wireless technologies have been explored, but are finding only limited 
use in networking:  

• Infrared signals are created by extremely high frequencies just 
below visible light on the electromagnetic spectrum. Your television’s 
remote control most likely uses infrared signals, which may point out 
one of its potential problems: Just as the channel will not change when 
someone is blocking the path of the remote, infrared network signals 
will not be travel around or through interference. This is why infrared 
technology is only suitable for networking when data needs to be 
carried short distances with clear sight. Infrared connections are 
popular, though, for connecting computers and devices at short range: 
a laptop to a printer, a desktop with a PDA, etc.   

• Similarly, laser light signals can focus at considerable distances, but 
need a clear sight to function: trees, buildings, or even clouds and fog 
can get in the path of the signal. Because this technology is still 
experimental it might have more accuracy in the future, and may 
prove especially useful in transmitting data between buildings.  

• Bluetooth, a RF standard, has become a popular way to connect 
devices to individual computers, but is not usually a viable networking 
option because of its limited range.  
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Laying it all out: network topologies  
Now that you have looked at the various means for creating channels 
between network nodes, it is time to consider how those various cables and 
other devices should be connected. The layout of the network—called the 
network topology—controls how signals move through those physical 
channels. Every network has two topologies:  

The physical topology dictates the layout of devices, and cables.  

The logical topology, which does not have to match the physical topology, 
describes the way signals move across the network.  

There are several ways to physically lay out a network, but the most 
common are the bus, the star, and the ring.  

In a star topology, each computer is connected with its own cable to a port 
on a hub or switch, so that all the nodes fan out from a central point. 
Because this formation uses a separate cable for each computer, the star 
network is easily expandable, the only limitation being the number of ports 
on the hub (and hubs can easily be connected to increase the number of 
ports available). When adding a new computer to the network, none of the 
other users are affected for the same reason that if one computer is 

malfunctioning the others are still able to run normally.  

It is only when the central hub goes down that users 
begin to experience problems. The downsides to this 
kind of network stem from the hardware used: the 
cables and the hub. Because every computer receives 
its own cable, the cable costs will be higher than that of 
other formations. However, star topologies usually rely 
on UTP cables—the least costly. Having to add 

additional hubs can also become costly, but when weighed against the ease 
of expansion this topology allows, the disadvantages may be worth it.  

In a bus topology, all nodes are connected to each other 
either by a direct link from one computer to the next. This is 
sometimes called a daisy chain or linear bus. They are 
usually connected by coaxial cable joined to each computer 
with a T-connector. Bus networks are usually found in 
smaller companies. They are easy to set up, but if there is a 
malfunction in one link of cable or a T-connector, every 
computer on the chain may be affected.   
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Both bus and star networks are considered passive topologies because 
their nodes wait for data that belongs to them and 
then accept it.  

The final formation is the ring topology, in which all 
network nodes are connected in a closed circle. In its 
logical formation, information is moved in one 
direction, with computers retransmitting the packets 
they receive to the next computer in the ring. Because 



the computers in a ring network are constantly passing information, the  ring 
topology is an active topology. Troubleshooting a ring network is difficult; a 
malfunctioning computer can disrupt the entire flow of data, because it 
moves in a single direction. Also, unlike the star formation, adding or 
removing a computer can also cause problems for the extended network. 
Ring topologies are usually found in larger office settings.  

Sending the signals: protocols  
When you communicate with your family, friends, or coworkers,  you 
probably abide by an unspoken set of rules that governs not only what 
language you speak, but the level of formality, the acceptability of certain 
phrases or behaviors, etc. Likewise, in order for computers to communicate 
clearly, the signals they send must follow communication protocols.  

A protocol is a set of rules for transmitting signals from one network node to 
another. These can include rules for beginning or ending transmissions, 
recognizing transmission errors, determining the speed data should be sent, 
and the addressing and formatting of information signals. Protocols also help 
network devices establish communication through a process called 
handshaking. During handshaking, the transmitting device sends a signal 
indicating that it wants to communicate. It will then wait for a response from 
the receiver and then both will decide on a speed both devices can handle 
and how to coordinate the transmission.   

While there are numerous communication protocols available, they can be 
grouped into two broad categories:  

• In a synchronous protocol, the sender and the receiver are 
coordinated by a special signal called a clock, which allows data to be 
sent and received at the same fixed rate. For instance, communication 
between a computer's motherboard and its attached devices is 
synchronous.  

• Data transfers can be asynchronous, occurring when a start bit is 
sent to signify the beginning of a signal transmission. The transmission 
ends when a stop bit is sent.  

When your computer wants to communicate over the network, it must use 
the protocol or protocols appropriate to the network, the type of 
transmissions, and the resources it needs in response. Network engineers 
divide these various types of protocols into protocol stacks: a group of 
individual, specialized protocols that work together to prepare data for 
communication.   

First developed by the International Standards Organization (ISO) in 1970, 
the OSI model (Open Systems Interconnection Reference Model) has 
been the official international standard for network protocol stacks since 
1984. The OSI model divides protocol stacks into seven layers, with each 
layer responsible for a different part of the network communication process. 
The protocols at the bottom of the stack lay out the basic ground rules for 

The PCC CIS eTutorial to Networking  14 of 23 



communication, while the protocols at the top of the stack deal with more 
specialized rules for sharing specific file systems and application data. The 
lower level layers (the first four) tend to be closely regulated and 

standardized. The upper levels (the 
top two) are often specialized and 
proprietary. Each of the bottom 
layers serves as a foundation for the 
layers above it.  

Sending data from one computer to 
another computer over the network 
involves a series of integrated steps.  
During each step in the sending 
process, information is added around 
that data, encapsulating it.  When 
the encapsulated message reaches 
its destination, the receiving 
computer reverses the process and 

removes the encapsulation from around the data message. The seven layers 
of the OSI stack control the standard process which allows this to happen.    

The OSI Model Layers 

Physical  

Data Link  

Network  

Transport  

Session  

Presentation  

Application  

For example when you save a Microsoft Word document on the network file 
server, you are sending a message from your computer to the network, and 
the OSI stack goes into action. The process starts at the top of the stack, the 
application layer, and moves down through each layer until it gets to layer 
one, the physical layer.  At each layer other information is added, such as the 
address of the sending and receiving devices, the transmission rate, the 
transport protocol, etc.  The actions taking place at each layer are described 
below.  

At the physical layer, the lowest layer, the data stream leaves your computer 
and goes out over the physical network. The physical layer includes hardware 
devices such as the network interface card, and the wiring connected to it.    

The data stream containing your encapsulated Word document enters the 
destination computer at the physical layer level and moves up through the 
OSI stack until it reaches layer 7, the application layer, where the receiving 
computer can work with the data—in this case, saving the file on the network 
hard drive.  As the message moves up through the stack, the information 
added to the message capsule at each layer is removed, eventually 
translating the signal that was received into the message that was sent.  

How do computers know how to handle the bits of information they receive 
over the network?  

At each OSI layer (except the final layer) the protocols used attach a 
segment of information (called a header) to the data. The headers tell the 
receiving computer how to de-encapsulate the data.  

This may sound fairly complex, but it resembles the way people interact in 
everyday life. A successful conversation depends on each participating 
understanding the other's protocols. When you want to ask someone for 
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directions, you know that you have to get their attention, avoid being rude, 
use an understandable language, and get your point across clearly. Each 
aspect of the conversation you initiate when you ask these directions 
requires you to follow a set of protocols and hope that the person you are 
speaking to understands them.  

Let’s look at what happens at each OSI layer.  

Application Layer: This layer provides the end user with 
access to the services running on the network, such as access to 

network files and message handling for email. APIs (application program 
interfaces) used by programs to communicate with the operating system 
operate at this level.  When you request a file stored on the file server, you 
are using this layer.    

Presentation Layer: Before two computers can send 
information to each other, the data needs to be translated into 

a common format. This translation is done at the presentation layer, which is 
responsible for data conversion and encryption.   

Session Layer: The session layer creates the communication 
session (a specific link between two networked computers) and 

maintains the communication until all the data is transferred. There are three 
different modes of session communication that can be established:   

• Simplex transmits data in only one direction.  

• Half-duplex allows for two way communication, but only allows for 
one direction to transmit at a time.  

• Full-duplex allows for communication in both directions at the same 
time.    

The session layer also places special checkpoints in the data stream as it 
moves from the sender to the receiver. These are beneficial if a connection 
between computers is lost: The sending computer will know that only the 
data after the last checkpoint received will have to be resent.  

Transport Layer: The transport layer is responsible for end-to-
end data transmission, error checking, flow control, and data 

recovery. Protocols at this layer split data into packets, ensuring steady 
transmission. There are two basic types of transport-layer protocols:  
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• Connection-oriented transport 
protocols also make sure that 
network nodes acknowledge receipt 
of the data packets: When the 
destination computer receives all of 
the packets, they send a message 
acknowledging the receipt. 
Connection-oriented transport also 
defines a constant route on the 
network, so packets are delivered 
on the same route throughout the 
session, creating a reliable 
connection.  

• Connectionless transport 
protocols do not use 
acknowledgements or a constant 
path for data delivery, creating 
unreliable connections. Appropriate 
addressing is provided for the 
packets, and it is assumed that the 
packet will get to its destination, 
much like a letter being dropped 
into a mailbox. No 
acknowledgement is required from 
the receiving computer.  

Both forms are prevalent on networks. 
One of the most popular transport-level 
protocols is TCP (transmission control 
protocol) which handles data transport 
over the Internet.  

Network Layer: This layer 
provides the network's 

addressing system. The network layer 
addresses the packets for delivery using 
an addressing protocol such as IP 
(Internet Protocol), to address data 
packets. Network layer protocols ensure 
that every computer on the network has a 
unique address. Routers also operate on 
the network layer, as this layer's 
protocols determine the path routed 
information will take. Besides IP, both AppleTalk (used on all-Macintosh 
networks) and IPX/SPX (typically used on networks running Novell NetWare's 
operating system) provide network protocols.  

IP ADDRESSING  

Anyone with experience searching 
the internet has run across an IP 
address: four decimal numbers 
separated by periods (sometimes 
called a dotted decimal). Each of 
the four parts of the address are 
called octets, because each octet 
contains 8 bits of information. 
There are five classes of addresses. 
You can easily identify the class an 
IP address belongs to by looking at 
the decimal value of the first octet 
(The 127 octet is only used for 
special IP configuration of a 
computer):  

Class A (1-126) is used for very 
large networks, and supplies over 
16 million addresses for the 
network. There can only be 127 
Class A networks.    

Class B (128-191) is used for the 
networks of large companies or 
institutions, which still need a large 
number of node addresses. There 
are 16,384 Class B network 
addresses available, with each 
address supplying over 65,000 
host addresses.   

Class C (192-223) addresses are 
used for small networks. There are 
2 million Class C addresses 
available, and each provides 254 
node addresses.  

Class D addresses are used by 
multicast groups receiving data 
from a particular application or 
server service. They are very rare.  

Class E addresses are 
experimental and not available to 
the general public.  

Data Link Layer: This layer places data packets in data 
frames, which are based on the network's architecture: 
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Ethernet frames, Token Ring frames, etc. (See below for more on network 
architectures.) Protocols at this layer move the data frames across the 
physical channels based on the hardware address encoded into the NIC. The 
data link layer also attaches a cyclical redundancy check (CRC) as a trailer at 
the end of each frame. The CRC is a mathematical calculation that takes 
place on the sending computer and then on the receiving one. If the two 
CRCs match up, the frame will be received as a whole.  

The IEEE (Institute of Electrical and Electronic Engineers) divides the data 
link layer into two sublayers:  

The logical link control (LLC) sublayer creates and maintains the link between 
the sender and receiver while data moves across the network and also 
provides service access points (SAPs), which tell computers that are sending 
information how to communicate with the upper layers of a node's OSI stack.  

The media access control (MAC) sublayer is related to the IEEE's 
hardware-addressing scheme (see the section on network interface cards, 
above).  

Physical Layer: This layer manages the process of sending and 
receiving bits—strings of 1s and 0s—over the physical network 

channels. The frames from the data link layer are passed to the physical 
layer and are then converted into a single stream. This layer is also 
responsible for generating the electric, optic, or radio signal across the 
network media.  It is at the physical layer that computers connect to the 
network using network interface cards.   

Managing signals: network operating systems  
While almost any modern operating system can manage a limited number of 
connections from external users, most business and enterprise networks 
require servers to respond to dozens of requests at any one time—if not 
hundreds. Network operating systems (NOSs) enable network servers to 
efficiently offer a number of services to their client computers, such as 
Internet access, printer sharing, file sharing, and shared security, as well as 
hosting Web and Internet email.  

The two most popular NOSs on the market today are 
Windows 2003 Server and Red Hat Linux. Linux's 
cousin UNIX, a predominately text-based operating 
systems designed for large computers, has been 
used to manage networks since its inception in 1969. 
Linux, which is a PC-friendly version of UNIX, has 

become increasingly popular as a server operating system.  

Windows Server, which derives its popularity in part because of its 
relationship to the popular PC operating system, centralizes networks around 
domains—clusters of computers and users that allow for easy group 
administration.  
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Novell Netware, one of the oldest NOSs, is less 
popular now than it was, but still has a strong 
market. Its current version is version 6.5.  

Macintosh OS X, which uses UNIX as an underlying operating system, is 
beginning to develop a following of engineers interested in using it as a NOS.  

Setting standards: Ethernet & network architecture  
We have been taking a look at the Shannon-Weaver model bit by bit, but in 
reality, all the components of the model have to work together in order for 
network communication to occur. There are multiple ways to bring this 
variety of hardware and software pieces together to serve as transceivers, 
signal managers, and channels.  

Over the years, various networking standards (called network 
architectures) have developed for integrating hardware specifications, 
topologies, addressing systems, and protocols. The most popular is Ethernet, 
but there are also other architectures, such as Token Ring and FDDI.   

Ethernet 
First developed in 1972 at the Xerox Palo Alto Research Center (PARC), PARC 
released the first commercial version of Ethernet technology in 1975 with a 
data transmission speed of 3Mbps. Ethernet was extremely successful, and 
over the years several companies have revised the technology, making 
Ethernet the most widely used network standard, largely due to the relatively 
low cost.  

One of the hallmarks of Ethernet is the way it manages its signals. 
Computers and other devices on Ethernet networks send data files over 
network channels by chopping the data into smaller pieces that the network 
operating system can handle. These pieces or segments are bundled together 
into packets or data packets. Much like a piece of mail, each packet 
includes the network address of the sender and the destination. Each packet 
also includes a sequence number so that, at the final destination, the 
information bundles are reassembled according to their sequence numbers.  

Originally packets were sent over network channels through circuit 
switching. Circuit switching, originally created for telephones, created a 
direct pipeline for data to flow between the sender and receiver, much like a 
telephone offers a direct line of communication between two parties. More 
recently, a process called packet switching was developed, in which data was 
able to reach its destination, even if one of the physical channels is down.  

During packet switching, a message is divided into several data packets 
and then each is routed over the network channels independently to avoid 
congestion and navigate around damaged or disconnected network panels. 
Packets from different messages are able to share the same communications 
channels, or circuit, and are shipped on a first-come first-served basis. 
However, there is not a delay if some packets are unavailable because there 
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is a continuous stream of data, unlike circuit switching that designates a 
circuit for each call.   

Ethernet is sometimes called a "wait and listen" network because computers 
on the network wait and listen for network channels to clear before sending 
out packets. Even with waiting and listening, though, it isn't uncommon for 
two computers to send data packets at the same time, causing a data 
collision. It manages this waiting and listening through a protocol called 
Carrier Sense Multiple Access with Collision Detection (CSMA/CD).  
Because Ethernet uses CSMA/CD, collisions do not interrupt network service. 
When a computer senses a collision, it stops transmitting data until the data 
channel is free.  

Token ring networks  
Less popular than Ethernet because of its cost and complexity, Token Rings, 
developed at IBM, are still found where Ethernet networks have proven too 
slow or unreliable.  

Token Ring networks actually use a physical star topology but transmit 
signals in a logical ring from one computer to the next in only one direction. 
All computers on a Token Ring network are connected to a multistation 
access unit (MAU), a type of intelligent hub. The MAU circulates electronic 
tokens in a circular order from one networked computer to the next. When 
one computer wants to send a message across the network, it attaches that 
message to the token, which then continues to circle to network until it 
passes the computer to which it is addressed. This computer detaches the 
message from the electronic token, and the token continues along its way.  

Because the tokens are all passed sequentially in 
one direction, no collisions occur, making the Token 
Ring architecture more reliable for high traffic 
networks.   

FDDI  
Operating on a similar ring principle to the Token Ring, but taking full 
advantage of fiber-optic connections, FDDI (fiber distributed data 
interface) is an architecture designed for larger networks that uses both a 
physical and logical ring topology. It shares the reliability of a token-ring 
network with the ability to manage the priority levels of its nodes, 
designating some computers for higher priority network use than others. 
Because it relies on a large physical ring, there is always the potential for 
that ring to break. To deter this, FDDI networks often consist of two rings, 
which pass tokens in alternate directions, only giving certain computers 
access to both rings. If there is a malfunction, the token can be rerouted to 
the second ring.  FDDI is very costly to install, and the use of fiber-optic 
cables and a second ring can more than double the cost.  
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Offense and defense: network security  
We have already discussed several types of network problems that may 
interfere with communication:  

• Electrical transmission interference that may affect unshielded cables  

• Physical blocks to certain forms of wireless communication  

• Data collisions that may require information to be retransmitted  

These types of problems, along with various types hardware problems such 
as breakage or deterioration are largely the results of time and/or accidents. 
Collisions can be solved through the use of collision-detection protocols (or 
using collision-free networks). Hardware problems can solved by choosing 
and maintaining equipment appropriate to the network. For the most part, 

these largely unintentional problems are designated as noise.  

However, networks are also subject to malicious network 
interference, including attacks on their routers and nodes, 

interception of their data signals and intrusion onto the connected 
computers, and denial of service attacks.  

Viruses and other bugs  
One of the most widely-publicized methods of attacking a network’s nodes is 
to send a virus or similar malicious program. These are often transmitted via 
file servers and messaging programs (such as email) or can be transferred 
over the Internet. Some are merely annoyances, such as viruses that change 
your user data in Word. Others can do significant computer damage, even 

wiping out hard drives.  

Viruses are programs that, when executed, replicate themselves 
and often infect other files that the infected computer accesses, 
thus transmitting themselves over the network. In order to 
function, a user must open a file or program. Previously, most 

text files, spreadsheets, and other documents were relatively safe from 
infection, but with macros (small scripted programs that automate work on 
certain files) becoming a larger part of more and more computer programs, 
viruses can now attach themselves to Word documents or Excel files. In fact, 
one of the largest categories of new viruses is the macro virus! In February 
of 1999, a macro known as the Melissa virus attached itself as a Word 
document to emails to the first 50 entries in the infected users Outlook 
address book. If the recipient of the email (which was from someone they 
knew) opened the attachment, their computer would do the same. This virus 
spread quickly through the Internet, often overloading email servers 
worldwide.  

Worms are malicious programs that, once executed, can propagate 
themselves over a network.  

Trojan horses are programs that masquerade as beneficial or entertaining 
pieces of software so as to deceive users into running them, but they  are 
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actually malicious. Trojan horses are sometimes able to distribute themselves 
much like the Melissa virus did. Other trojan horses compromise a system’s 
security, leaving it vulnerable to attack.  

Antivirus protection plans include three major steps:  

• Investing in antivirus software to detect and eliminate viruses and 
keeping it up-to-date. (The two most popular providers are McAffee 
and Norton.) Antivirus software can also be used to monitor incoming 
email before it reaches the end user.  

• Establishing strict rules about Internet downloads and email 
attachments.  

• Educating users about how to prevent virus infections.  

Eavesdropping and intrusion  
Eavesdropping on network communication is one of the most 
common ways to steal corporate data, invade a user’s privacy, or 
lay the groundwork for a larger attack. Intrusion can take many 
forms, including compromising a user’s or client’s private 

information (often allowing for identity theft), accessing sensitive company 
information, and intercepting and manipulating incoming and outgoing 
messages (called a man-in-the-middle attack). Intrusion can come from 
outside a network (infiltration by either hackers or trojan horse programs) or 
internal (infiltration by disgruntled employees, former employees, and 
corporate spies).  

While methods of dealing with eavesdropping and intrusion are varied 
enough to fill numerous books, there are three broad areas you should know: 
firewalls, encryption, and permissions.  

• Firewalls monitor and restrict unauthorized traffic to the network 
(indicating that the computer may be receiving information from 
computers with whom it did not initiate contact) and from network 
computers (indicating that intrusive users or programs are sending 
information from the computer). Routers and network servers are 
protected by firewalls that combine special connectivity hardware with 
firewall software. Individual computers can also be protected by 
software firewalls (such as the free version of ZoneAlarm, available at 
www.zonealarm.com). You can learn more about personal firewalls at 
www.grc.com. You can even check your own firewall protection by 
scrolling down their page to the Shields Up link (to get to their main 
page, be sure to click on the opening graphic, then scroll down to 
Shields Up).  

• Data encryption prevents unauthorized viewers from reading your 
information. Users may encrypt individual files to prevent them from 
being stolen from the network. However, if sensitive information is 
going to be sent over a network, such as when purchasing over an 
ecommerce site or reporting sensitive client information, users should 
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make sure that they are using a secure connection, which encrypts 
the data from the time it leaves the client computer until it arrives at 
the host computer.  

• Controlling permissions and passwords helps limit the damage from 
external and internal intrusions and restrict network access to only 
those services that users actually need. Passwords restrict a user’s 
ability to log into the network, and permissions dictate what services 
that user can access over the network (or even on that user’s own 
computer). Proper use of passwords and permissions can even help 
prevent one of the most often overlooked areas of network security: 
physical intrusion. A malicious user can simply gain physical access to 
a networked client or server by either stealing the machine, breaking 
into the property, or even simply walking into the office of someone 
who left his or her computer on while going to lunch.  

Denying service  
Denial-of-service (DoS) attacks (sometimes called 
"nukes") work by sending bad data to network applications 
and causing them to malfunction by sending too many 
meaningless requests, overloading the network’s router 
and/or servers, and prohibiting other incoming or outgoing 

traffic from getting through. They are generally aimed at major corporations, 
though smaller IT companies may be subjected to them. In the winter and 
spring of 2001, numerous companies were temporarily shut down by DoS 
attacks, including Amazon.com and Yahoo!  

Of greater concern to most small companies are distributed denial-of-
service (DDoS) attacks, which activate Trojan horse programs on the 
otherwise inactive networked computers, enlisting them to participate in a 
DoS attack. If the Trojan horse is active on the computers of a company that 
did nothing to track or eliminate Trojan horse programs, that company may 
be partially liable for any damage those programs cause. GRC.com has an 
interesting description of a series of DDoS attacks that they weathered. 
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